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Is the solar-powered communication
% SOLAR mo. cabinet inverter incompatible with the
grid

U.S. energy officials are reassessing the risk posed by Chinese-made devices that play a critical role in
renewable energy infrastructure after unexplained communication equipment was found...

One such incident occurred in November, when solar power invertersin the U.S. and el sewhere were disabled
from China, highlighting the risk of foreign influence over local electricity ...

Using the rogue communication devices to skirt firewalls and switch off inverters remotely, or change their
settings, could destabilize power grids, damage energy infrastructure, and ...

U.S. energy-sector forensic teams have begun disassembling Chinese-manufactured solar inverters and
grid-scale batteries after discovering undocumented 4G/LTE modules and other ...

These undocumented communication modules offer an invisible back door into devices that regulate a
growing share of the world"s electricity. "It effectively meansthere is a built-in way to...

U.S. energy officials have launched an investigation after discovering unauthorized communication equipment
embedded within Chinese-manufactured solar power inverters connected ...

Over the past nine months, U.S. experts have identified these undocumented devices in solar power inverters
and batteries from multiple Chinese suppliers during detailed security ...

However, rogue communication devices not listed in product documents have been found in some Chinese
solar power inverters by U.S experts who strip down equipment hooked up to ...

The study, called SUN:DOWN, revealed that Sungrow, SMA, and Growatt had nearly 50 vulnerabilities that
could potentially disrupt the power grid and cause blackouts.
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