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Are there undocumented cellular radios in foreign-manufactured inverters & battery management systems?
The U.S. Federal Highway Administration circulated the advisory on August 20,cautioning that it discovered
undocumented cellular radios in some foreign-manufactured inverters and battery management systems.

Could hidden radios be embedded in solar-powered highways?

U.S. transportation officials are warning that hidden radios and other undocumented devices may be
embeddedin solar-powered highway infrastructure,raising fears of foreign surveillance and sabotage in critical
American systems.

Are 'rogue communication devices athreat to the US power grid?

In May,Reuters reported that "rogue communication devices' had been detected in Chinese-made inverters
and batteries,setting off alarms about potential vulnerabilitiesin the U.S. power grid.

U.S. officials are sounding the alarm after discovering unauthorized communication devices, including cellular
radios, in Chinese-made solar power inverters and batteries. These hidden ...

U.S. energy officials have uncovered undocumented communication hardware embedded in some
Chinese-manufactured solar power inverters and batteries that connect ...

The U.S. Federal Highway Administration circulated the advisory on August 20, cautioning that it discovered
undocumented cellular radios in some foreign-manufactured inverters ...

The integration of undocumented communication devices into Chinese-manufactured solar inverters and
batteries represents a grave security concern.

A November 2024 incident, where inverters in the U.S. and elsewhere were remotely disabled from China,
underscored the risks of foreign control over local power supplies, sparking ...

U.S. officials are warning that solar-powered highway infrastructure, including electric vehicle chargers,
roadside weather stations, and traffic cameras, may contain hidden radios ...
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